COAST HEALTH
FAIR PROCESSING & PRIVACY NOTICE

Your Information, Your Rights

Being transparent and providing accessible information to patients about how we will use your
personal information is a key element of the Data Protection Act 2018 and the EU General Data
Protection Regulations (GDPR).

The following notice reminds you of your rights in respect of the above legislation and how
Pittenweem & Elie Medical Practice will use your information for lawful purposes in order to deliver
your care and the effective management of the local NHS system.

This notice reflects how we use information for:

e The management of patient records;

e Communication concerning your clinical, social and supported care;

e Ensuring the quality of your care and the best clinical outcomes are achieved through clinical
audit and retrospective review;

e Participation in health and social care research; and

e The management and clinical planning of services to ensure that appropriate care is in place
for our patients today and in the future.

Data Controller

As your registered GP practice, we are the data controller for any personal data that we hold about
you.

What information do we collect and use?

All personal data must be processed fairly and lawfully, whether is it received directly from you or
from a third party in relation to the your care.

We will collect the following types of information from you or about you from a third party
(provider organisation) engaged in the delivery of your care:

e ‘Personal data’ meaning any information relating to an identifiable person who can be
directly or indirectly identified from the data. This includes, but is not limited to name, date
of birth, full postcode, address, next of kin and CHI number

And
e ‘Special category / sensitive data’ such as medical history including details of appointments
and contact with you, medication, emergency appointments and admissions, clinical notes,

treatments, results of investigations, supportive care arrangements, social care status, race,
ethnic origin, genetics and sexual orientation.
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Your healthcare records contain information about your health and any treatment or care you have
received previously (e.g. from an acute hospital, GP surgery, community care provider, mental
health care provider, walk-in centre, social services). These records may be electronic, a paper
record or a mixture of both. We use a combination of technologies and working practices to ensure
that we keep your information secure and confidential.

Our legal basis for using personal information

To provide our services we need to collect, use and store personal information. This includes the
collection, validation, processing and storage of health and demographic data relating to primary
care services received by patients either residing in or accessed in Scotland.

When using personal information our legal basis is that its use is necessary for:

e the performance of a task carried out in the public interest, or in the exercise of official
authority vested in us;

e the provision of health or social care or treatment or the management of health or social
care systems and services.

On some occasions we may rely on another basis, which will usually be that the use is necessary:

e for reasons of public interest in the area of public health; or

e for reasons of substantial interest for aims that are proportionate and respect people’s
rights, for example research; or

e in order to protect the vital interests of an individual.

How is the information collected?

Your information will be collected either electronically using secure NHS Mail or a secure electronic
transferred over an NHS encrypted network connection. In addition physical information will be
sent to your practice. This information will be retained within your GP’s electronic patient record or
within your physical medical records.

Who will we share your information with?

In order to deliver and coordinate your health and social care, we may share information with the
following organisations:

e Hospitals

e Community Services such as District Nurses, Rehabilitation Services, Hospital@Home
e Urgent Care Organisations — Out of Hours, Minor Injury Units, Ambulance Service

e Hospices

e (Care Homes

e Child Health Services



e Pharmacies
e Social Care Organisations
e NHS Scotland

Your information will only be shared if it is appropriate for the provision of your care or required to
satisfy our statutory function and legal obligations.

Your information will not be transferred outside of the European Union.

Whilst we might share your information with the above organisations, we may also receive
information from them to ensure that your medical records are kept up to date and so that your GP
can provide the appropriate care.

How do we maintain the confidentiality of your records?

We are committed to protecting your privacy and will only use information that has been collected
lawfully. Every member of staff who works for an NHS organisation has a legal obligation to keep
information about you confidential. We maintain our duty of confidentiality by conducting annual
training and awareness, ensuring access to personal data is limited to the appropriate staff and
information is only shared with organisations and individuals that have a legitimate and legal basis
for access.

Information is not held for longer than is necessary. We will hold your information in accordance
with the Records Management Code of Practice for Health and Social Care 2016.

Consent and Objections
Do | need to give my consent?

The GDPR sets a high standard for consent. Consent means offering people genuine choice and
control over how their data is used. When consent is used properly, it helps you build trust and
enhance your reputation. However consent is only one potential lawful basis for processing
information. Therefore your GP practice may not need to seek your explicit consent for every
instance of processing and sharing your information, on the condition that the processing is carried
out in accordance with this notice. Your GP Practice will contact you if they are required to share
your information for any other purpose which is not mentioned within this notice. Your consent will
be documented within your electronic patient record.

What will happen if | withhold my consent or raise an objection?

You have the right to write to withdraw your consent to any time for any particular instance of
processing, provided consent is the legal basis for the processing. Please contact your GP Practice
for further information and to raise your objection.



Risk Prediction

Risk prediction data tools are increasingly being used in the NHS to help determine a person’s risk of
suffering a particular condition, preventing an unplanned or (re)admission and identifying a need for
preventive information. Information about you is collected from a number of sources in NHS
Scotland including this GP Practice. A risk score is then arrived at through an analysis of your de-
identifiable information by ISD Scotland and is only provided back to your GP’s Data Controller in an
identifiable form. Risk prediction enables your GP to focus on preventing ill health and not just the
treatment of illness. If necessary, your GP may be able to offer you additional services.

Scottish Primary Care Information Resource (SPIRE)

NHS Scotland uses information from GP patient records to help plan and improve health and care
services in Scotland. You have a choice about the information from your GP records being used in
this way. You can opt out from this at any time by contacting the Practice.

For further information of SPIRE contact NHS Inform on 0800 22 44 88.

Emergency Care Summary (ECS)

Emergency care information such as your name, date of birth, the name of your GP, any medicines
which your GP has prescribed, any medicines you are allergic to or react badly to, is shared with Out
of Hours as this might be important if you need urgent medical care when the GP surgery is closed.

NHS staff (Doctors, Nurses, Accident and Emergency, Ambulance control and crews) can look at your
ECS if they need to treat you when the surgery is closed. They will ask for your consent before they
look at your records.

In an emergency and if you are unconscious, staff may look at your ECS without your agreement to
let them give you the best possible care.

Whenever NHS staff looks at your ECS, a record will be kept so we can always check who has looked
at your information.

Key Information Summary (KIS)

Key information summary (KIS) has been designed to support patients who have complex care needs
or long term conditions.

KIS allows important information to be shared with health care professionals in unscheduled care in
the NHS 24, A&E, Scottish Ambulance Service, Out of Hours, hospital and pharmacy environments.

Information contained in KIS summary includes, future care plans, medications, allergies, diagnosis,
your wishes, carer and next of kin details.



You have the right to say that you do not want Care staff to see ECS/KIS. Please contact the Practice
on 01333 311307 to let us know.

Online Registration for Ordering Repeat Prescriptions

This service allows you to check your repeat medication and order repeat prescriptions.
You will need to register to use this service and can de-register at any time.

Practice Participation in Research

As a practice, we feel that research is essential for progress in healthcare and is of considerable
benefit to individual patients and the public as a whole. We regularly take part in research studies
with the help of experienced NHS staff who search medical records for people who might be suitable
so that we can write to them asking if they are interested in taking part.

No person identifiable data is removed from the NHS or provided to any researchers without
specific consent from patients.

Patients have the right to opt out of being contacted about research studies. Please let the Practice
Manager or your GP know if you wish to opt out.

If you have any questions, please ask to speak to the Practice Manager.

Your Right of Access to Your Records

The Data Protection Act and General Data Protection Regulations allows you to find out what
information is held about you including information held within your medical records, either in
electronic or physical format. This is known as the “right of subject access”. If you would like to
have access to all or part of your records, you can make a request in writing to the organisation that
you believe holds your information. This can be your GP, or a provider that is or has delivered your
treatment and care. You should however be aware that some details within your health records
may be exempt from disclosure, however this will be in the interests of your wellbeing or to protect
the identity of a third party. If you would like access to your GP record please submit your request in
writing to:

The Practice Manager
Coast Health
Pittenweem Surgery
2 Routine Row
Pittenweem

KY10 2LG

Complaints

In the event that your feel your GP Practice has not complied with the current data protection
legislation, either in responding to your request or in our general processing of your personal
information, you should raise your concerns in the first instance in writing to the Practice Manager
at:



The Practice Manager
Coast Health
Pittenweem Surgery
2 Routine Row
Pittenweem

KY10 2LG

If you remain dissatisfied with our response you can contact the Information Commissioner’s Office

at Wycliffe House, Water Lane, Wimslow, Cheshire SK9 5AF — Enquiry Line: 01625 545700 or online
at www.ico.gov.uk




